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(54) System and method for performing an on-line transaction using a single-use payment 
instrument 

* (57) A system and method for performing an on-une 
transaction, such as making a payment, with a single- 
use payment Instrument makes, use of computer hard* 
ware and software, such as the comptifiry device of a . 
customer, the customer's bank's home banking server, 
the bank's card authorization server, a vendor's website 
server, end the vendors credft card acquirer; coupted to 
one another over a network. The customer is issued a 
single use payment Snstrument through the bank, the 
bank debits an account nominated by the customer tor 
the requested value of the payiriem in str u m ert andmay 
also specify an expiry for the payment Instrurnent The 
customer is able to nominate a particular source of 
funds for each transaction from among various 
aocouni^ the customer. The pa 
ties and clears through existing credft card payment 
mechanisms wtthout a need far special accornmodanon 
wfth the Internet vendor. 
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Description 

Cross Reference to Related Application . . 

[0001] This appfcation darns the benefit ofappG- 
canfa co-pendng apptcatton having U& SeHaJ Na 
607149,674 fited August 19, 1999, incorporated herein 
by thb reference. 

Field of the Invention 

[0002) The present Invention relates generally to 
the field of electronic commerce and more particularly 
to a system and method for performing an on-fine trans- 
action, such as making a payment, wfth a single-use 
payment Instrument 

* ■ 

Background of the Invention 

[0003] Currently; there Is an element of customer 
uncertainly in making payments to merchants on the 
Internet It Is not always dear to an end user whether 
the customer's connection b secure. Further, the cus- 
tomer reOes very much on visual means conveyed by 
the web browser that the customer is using and on 
pages of Information that confirm certificate numbers 
that are used tor encrypttoa Neither 1st always dear to 
the customer whether that information Is Indeed accu- 
rate or correct or actuaBy coming from the browser or 
f rem somebody who is trying to trick the customer. 
[0004] Aside from Internet cornmunicafion security, 
there is also the concern mat the websfte wfth which the 
customer Is corrvnunfca&ng is not, In fact who 1 pur- 
ports to be. The customer may not even be aware of the 
entity wfth which the customer is deaing. For example, 
the customer finds a s&e where the customer wants to 
buy something, but the customer is not sure whether ft 
is a merchant of whom the customer has heard. The 
customer is not sure whether the merchant Is actual*/ 
vaJM art above-board. 

POOS] to any event, there is a perceived risk to the 
customer In using erect card Information to pay for 
goods and services over the Internet The customer's 
creel card InJcuiBition Is of some value and can cause 
a financial loss as wel as con si der ab le teonvenfence. 
to the customer tf ft is captured by a third party wfth « 
intentions. 

[0006] On the merchants side of . the tran sa ction, 
there Is a real financial risk that & a credft card Is used 
fraudulently, settlement may be wfthheid or revoked by 
the card issuer upon receipt of a customer cfispute. As 
more goods, such as software, music; electronic books, 
and the (Bee are purchased over the Internet wfth no 
physical delivery and hence no address Involved, the 
opportunflfes for such fraud increase. 


Summary of the Invention 

[0007] It Is a feature and advantage of the present 
invention to provide a system and metr^ for penWi- 

5 kig an oivflne tr an saction th^ 

tomer, such as an Internet customer making a 
purchase, to pay for goods ano7or services on the web 
wfthout having to worry about the ctistomeft credft card 
information getting Into the wrong hands. 

io [0008] It Is another feature and advantage of the 
present Invention to provide a system and method for. 
performing an on-fine transaction that provides a user, 
such as en Internet purchaser, wfth a unique payment 
token to pay for goods enaVor services on the web but 

15 which is useless to any unauthorized person. 

[0009] It is an adeftiona) feature and advantage of 
the present Invention to provide a system and method 
for rjerforming an on-line transaction wfth a single-use 
payment Instrument that affords the customer all the 

so protection evaltebte to the customer when the customer 
makes use of a credft card or debit card. 
[0010] ft Is a further feature and advantage of the 
present Invention to provide a system and method for 
performing an on-fine transaction with a single-use pay- 

25 ment instiument that removes any concern of the cus- 
tomer about security of the customer's connection or 
the Integrity of the website wfth which the customer 
makes the transaction. 

poll] It Is a further feature and advantage of the - 
» present Invention to provide a system and method for 
performing an onlne transaction that aliows me rchants 
the option to ktentffy the token as a single-use instru- 
ment based on a characteristic range of numbers and 
either offer preferemiai terms on such transactions or 
35 rnpose fimlts or referrals on those who do not use such 
an Instrument 

[00121 lb achieve the stated and other features, 
advantages and objects, an erri^rnem of the present 
invention provides a customer, such as an Internet pur- 

40 chaser, a one-chV single-use payment token or Instru- 
mentthatwasffl settle and dear throu^etfsity credft . 
card payment mechanisms. There is rio need lor special 
accommodation with the biternetveridor in order for the 
customer to take advantage of this 

« dor mat Is set up to accept credft card transactions by 
the input of a credft card number and a card equation 
date can also.be provided wfth the one-off payment 
hstrurnent for an ernbocfiment of the presem Invention, 
that would then, as far as that ventote concerned, set- 

so tie through the usual creolt card channels. The card 
expiration date Is the montrvyear card expiration date 
which a customer must provide in sstar»dardcre<ft card 
transaction. An etrfeod t nent of the presem Invention utf- 
bee a card expiration date which Is fabricated, because 

55 there Isno reef card trworved. 

[001 S] An embodiment of the present Invention 
makes use of computer hardware and software, such as 
the computing device of a easterner, which can be the 
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customed personal computer (PC), the customer 1 * 
bank* home banktog serve*; the bank's cant authoriza- 
tion server, a vendor* webste server, and the vendor* 
credtt card acquirer, coupled to or» another over a net- 
work, wrtich can be a g>^ netwwlc, s^ 5 
net The system and method tor an embo dk nert of the 
present Invention enables the customer to perform an* 
on-One transaction with a vendor ustog the single-use 
payment Instrument, tor example, by entering detaSs of 
the on-fine transaction at the customed PC coupled to , 0 
the customer* bank's home banking server over the 
network. The transaction detaBs Mude, for eomple, a 
payment amount for the transaction, which to received 
by the home banking server from the compufog otevfce 
of the customer over the network. I5 
[001 4J in an embodknent of the present Invention, 
upon receiving the detafts tor the on-One transaction 
. with the. vendor from the customer, the customer Is 
prompted by the home banking server to enter a setae* 
' tton tor a source of funds for the transaction from a ptu- 20 
ralKy of nomination options, such as a creel card 
account, a checking account, or a savings 
home banking server receives the customer's nomina- 
tion of the source of funds for the transaction from the 
customer's computing device over the network. The ss 
home banking server verffies an avaBabn&y of funds for 
the payment amount for the transaction In the nomi- 
nated source of funds and reserves funds sufficient tor 
the payment amount In the rtorninated source of funds. 
In en aspect of an embodrnent of the present Invention, x 
the funds can be reserved for a predetermined expiry 
period. The predetermined expiry period, as dtetin- 
gulshed from the ^)ffc»tedcardexpiraticfl ^ tetyp- 
Icafly a short period of hours or days for which the 
payment instrument Is vaM, but ft b nc< provided to the x 
customer to use In the transaction. 
[0015] in addition, In an embodiment of the present 
Invention, the home banking server generates details of 
apsyrnemlnstrumemforthetransa 
to the transaction details, such as the payment amount 40 
for the transaction and a unique identification number 
for the tnansacflon. Further; the transaction detais gen* 
erated by the home banking server can Irclude a prede- 
termined oopiry lor the payments 
the identification number can have an embedded bank 45 
Identification number tor routing the request for authori- 
zation to an appropriate authorization server; and the 
kterttffication number can be generated from a charac- 
teristic range of rummers identifiable by a web ste 
server of the vendor as offering superior authentication. 59 
A record of the payment Instrument detafts Is stored by 
the home banking server in a oatatoseof oneorbothof 
Ihe home banking server and a credit card authorization 
server of the bank. The home banking server also pro- 
vides the payment Instrument detaib to the customer at 
the customer* comp u ting device over the network for 
use by the customer in the transaction wife the vendor. 
[DOiq bi an embodfrnent of the present invention. 


the customer at the customer* computing device sends 
the payment Instrument detais over the network to the 
vendor* website server to pay tor the transaction wfth 
the vendor. The vendor* website server presents the 
payment instrument detais to the vendor* cretft card 
acquirer service. In turn, the vendor* crecft card 
acquirer service presents the payment instrument 
detafis to the bank* credtt card authorization server for 
authorization. Upon receiving the request for authoriza- 
tion of the transaction for the customer by the bank* 
creel card authorization server, ff the request for 
authorization according to the payment Instrument 
detafls corresponds to the stored record of the payment 
Instrument details, the authorization server sends an 
authorization tor the transaction for the customer via the 
vendor* credit card acquirer service to the vendor* 
website server. 

[00171 V Ihe payment Instrument detaBs for an 
errtooolrnent of the present Invention toclude the preds* 
termined expiry for the payment Instnvnen^ the trans- 
action Is authorized by the crecft card authorization 
server V the request for authorization b received wfthto 
the predetermined expiry of the payment instrument 
The banking server aiso debits the nominated source of 
funds for the payment anwunt artd removes the stored ' 
record of the payment Thus, an ernbodtnent of the 
present Invention provides a method and system by 
which an Interne* customer is issued a one-ofl single 
use payment token or instrument, through a bank with 
whom he or she maintains a checking or credit account 
The bank debits the customer* checktog or crecft card 
account for the requested vaiue of the token or Instru- 
rnert which depends on the cost of the pr^ 
fee which is the subject of a proposed transaction. The 
bank may also speeffy a transaction period Airing which 
thetokenorinstrumemfevaBdandnotvaWrt 
times. 

(0018] The single-use payment token or instrum en t 
for an ernbodknent of the present Invention Is distin- 
guished from a debit or crecft card-flke Instrument In 
that the customer Is abte to choose the source of the 
money for each transaction from among various 
accounts of the customer. Thus, the customer Is able to 
nominate a particular source of funds for a particular 
transaction, the nomi na ted source Is checked for avate- 
b®y of crecft or funds, and the funds are earmarked to 
be reserved for the same period as the expiry of the * 
token or instrument There Is no need for special 
accommodation with Internet vetKtore to order tor cus* 
tomere to take advantage of the Instrament Any vendor 
that Is set up to accept crecft card tr an sac tio ns by the 
toput of a crecft card number and a card expiration date 
can also be provided wfth the one-off payrnert tnstru* 
ment that would then, as far as that venctor Is con- 
58 cemed, settle through the usual credft card channels. 
P019) Adcfttonaf objects, advantages and novel 
features of the invention wfl be eet form to the descrip- 
tion which foBows* and to pan wSbecornem 
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erft to those sidled In the ait upon examination of the 
following or may be learned by practice of the Invention. 

Brief Description of the Drawings* 
[0020] 

Fig. 1 Is a schematic diagram which Bustrates an 
example overview of key components and the How 
of ■ tf or mati on between the Kay components for an 
embodkitent of the present Invention; 
Fig. 2 Is a schematic diagram which Bustrates an 
example overview of key components and the flow 
. of Information between the key components for an 
alternate embodiment of the present Invention; 
Fig. 8 Is a flow chart which Bustrates an example of 
the process of the customer performing an on-fine 
transaction using the single-use payment Instru- 
merit for an embodiment of the present Invention. 

Detailed Description 

[0021] Referring now In detail to an embodlrnenl of 
the present invention, an example of which Is illustrated 
In the accompanying attachments, Fig. 1 1s a schematic 
diagram which Blustrates an example overview of key 
components and the flow of Information between the 
key components for an embodiment of the present 
Invention. Referring to Fig. 1, an embodiment of the 
present invention Involves a number of computer hard- 
ware and software components, such as the computing 
device 10 of a customer 12, the customer's bank's 
home banking server 14, the bank's card authorization 
server 16, a vendor's website server 18, and the ven* 
dor's creel card acquirer 20, coupled to one another 
over a network, such as the Internet 22. 
[0022] The system and method for an e i itoo dl rnent 
of the present invention enables the customer 12 to 
make a payment token good only for a single Internet 
transaction. In order to do that, before the customer 12 
makes a purchase, the customer 12 signs on to the cus- 
tomef*s preferred home banking system 14, such as C&- 
fcentfs DIRECT ACCESS system, using the customer* 
personal computer (PC) 10. The customer 12 signs on 
to the home banking system 14 in exactly the same way 
In whteruthe customer 12 normally acc esses the home 
banking system 14 over the internet 22. 
[0023] In an embodiment of the present Invention, 
the customer 12 signs on to the home banking system 
14, and ffltetn a very brief couple of fietecf fatfo r maU on 
explaining the transaction and, most knportantlfc the 
amount, in response to prompts by the system 14for the 
Information. The system for an embodbnert of the 
present Invention Includes, for example, application 
software that then creates a temporary cretift card 
number and expiry data* The expiry date Is the one 
other piece of information that is known to be submitted 
In the typical credit card auftoffeatioa The system for 


an errfeodknent of the present Invention makes a unique 
combination of a card number and oxptry date and pro* 
vWes that to the customer 12 for use for the purchase, 
for example, via the vendor's websfte server 18. 

5 [0024] The system software for an entoodknent of 
the present Invention then creates the necessary record 
for the particular transaction to be authorized. However, 
unuke e normal credit card where any valid transaction 
subject to balance verification can be authorized, an 

to embodiment of the present invention creates a sfngto- 
use payment instrument which exists only for the dura- 
tion of* and specfflcaBy for, that single transaction. 
Therefore, any other authorization request which comes 
Into the system with those details for a different amount 

is are rejected. The customer 12 then p roceed s back to 
(or to) the vendor's internet website 18 and enters that 
Information Just as the customer 12 would eriter a credft 
card number and fts expiry date at whatever point that 
the vendor's system 18 asks for the customer's credit 

so card Information. 

[0025] tn en embodiment of the present Invention, 
once the particular transaction ftem Ins been approved 
for the amount of which the customer 12 advised the 
vendor's website server 18 and the bank's home bank- 

25 hg server 1 4, ft too Is removed from any authority; so It 
would only work once. The result of that is that anyone 
else who may come Into possession of that particular 
piece of Information wS not be succ es s f ul ft they 
attempt to use ft to perform any other transaction what* 

» soever. Accordingly; ft the vendor to whose website 
server 18 the customer's PC 10 is connected is actually 
acting criminally and Is only gathering the Information to 
try end use ft elsewhere, whle ft wB work for the trans- 
action about which the customer 12 gave Information to 

as the customer's bank's home banking server 14, ft can- 
not be subsequently authorized. It essentialy repre- 
sents a non-existent bank card, and ft Is of no use to 
anyone else. 

[0026] The system and method for an emboclment 

40 of the present invention protects both the bank, as wefl 
• as the customer 12, from anyone taking that fcifcmnaP un 
whDe ft is in transft, encryption discussions notwBh- 
stanotng, or while ft is stored on the verxtor* computer 
system 18 and using ft for fraudulent purposes. The 

45 vendor benefits from being able to transact with a wider 
base of confident customers. And, V the vendor 
chooses to do so, the vendor's websfte server 1 6 can be 
configured to recognize the type of instrument being 
. used by characteristic range of numbers and permit 

50 more preferential terms higher value transactions for 
such payments on the basis of their superior authentic* 
fey The customer does not have to be concerned that 
the Internet connection Is secure* AO that the customer 
12 has provided to the bank Is the customer^ Identifies- 

55 tion to the bank's home banking system 14, but that 
Information Is of no use to anyone else who atte mp ts to 
present ft to a merchant. In other words, the only Mem of 
Information being transferred across the network 22 Is 
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the temporary, short-tved, single-use payment Instru- 
ment that Is created 

[0027] - An ad dft tonal aspect of en embo di ment of . 
the present invention Is thai the appBcationof thebantfs 
tome banttrtQ server 14 that creates the token is able to s 
access the database of the bank's credit card authoriza- 
tion server 1 6 used for credt card authorization on-fine. 
That appflcafion creates the necessary records for the 
singie-use, ternporary payment instr u men t examines 
incoming authorization requests for that particular io 
Instrument from the vendor's creel card acquirer 20, 
verffies that the amount corresponds wfth the transac- 
tion off which the customer 1 2 advised the bank, and 
authorizes the ap p r opr iate transaction, whie rejecting 
any others. In addition, the appOcafion also cleans up w 
that database and removes records referring to that 
Instrument once the transaction has been concluded or 
has expired, as t is not a real credt card, and is also 
subject to a predetermined expey In other words, the 
customer 12 is told that this payment authorization so 
token can be used for a predetermined period of time, . 
after which ft wil become useless In and of ftsef , and 
the customer 12 wffl have to come and get another one. 
[0028] In terms of financial settlement from that 
pc4rton,inanerrrt>oaTrriertoftto 25 
customer 12 Is debited through whatever mechanism - 
the customer 12 chooses. For example, the bank can 
take the money from a credit card or from a checking 
account or from some other account designated by the 
customer 12. The vendor, assuming that the vendor b 30 
Indeed valid, can present that transaction Just as ft 
would any other credft card transaction, and I is settled 
. through the normal channels. Thus, there is no actual 
ri9n-up necessary for the customer 12. The customer 
12 merely needs to Identify Mmsef or hersef to the » 
banlrs home banking server 14, in order to authorize 
the issuance of the transaction token and to authorize 
the bank to debit the customer's account 
[0029J In an embo di ment of the present Invention, 
the bank knows which account of the customer 12 to 40 
debt by the customer 12 providing that information 
when the customer 12 requests the token. Aftemsthrely, 
the bank can derauft to the customer 1 * main transac- 
tfonal account that is associated wfth the profite under 
which the customer 12 togged on to the home banking *s 
system 14. However, ft is Beefy to be more convenient 
for the customer 12 to be able to choose from where to 
get the money. In that sense, the single-use payment 
Instrument is not necessarily characterized as a debft 
card^ instrument or a credft card^ Instrument so 
[0030] In an ernbcKftnent of the present invention, 
the way In which the home banking system 14 works is 
that one or more customer ac o oujfla, such as credft 
card accounts,, checking accounts, and savings 
accounts, are inked to the customer* ptorle. THus, the 55 
customer 12 is able to nominate a particular source for 
the funds for a transaction or set a preference for the 
bank to default to a particular means to save the cus- 


tomer 12 from entering ft each tfrne. bi addition, since 
this Is an on-fine system capable of doing so, the cus- 
tomer^ nomtated source of funds is checked, as is the 
case wtth so meone presenting, a debt card or credt 
card, and the funds are earmarked to be reserved for 
the same period of tkne as the expiry of the token. 
P031J Referring again to Rg. 1, In an e rnbodki i e U 
. of the present Invention, the customer 12 at the cus- 
tomer* PC 10 accesses the vendors website server 18 
and the bank's home banking server 14 over the Inter- 
net 22. In turn, the bank's home banking server 14 is 
coupled to the credft card authorization server 16, which 
Is updated wtth the one-off occurrence for an embocl- 
ment of the present Invention. The appScetSon for an 
embodfcnent of the present twentta resides* for exam- 
ple, on the home banking server 14 and the creolt card 
authorization server 1a Graphical user interface (GUI) 
screens are presented for the customer 12 on the cue* 
tomer*s PC 10 through the customer's browser. 
10032] Fig. 2 is a schematic cBagram which Bus* 
trates an example overview of key components and the 
flow of information between the ^component* for en 
aftemate ernboalment of the present Invention. Refer- 
ring to Rg. 2, the aiTangement Is similar to that Bus- 
trated in Rg. 1 except for example, not using the 
Internet 22, the vendor's website server 1 8 ftsetf con- 
nects to the vendor's credit card acquirer service pro- 
vkler 20 which, in turn, queries the authorization system 
16 back on the bank's side via private networks or 
leased lines. Thus, as far as the customer 12 b con- 
cerned, the customer 12 communicates strictly wth the 
websfte server IB, and the website server 18 uses 
whatever means ft currently has to authorize the credft 
card transaction, which may or may not Involve further 
communication over the Internet 22. 
[0033] Fig. 3 is a flow chart which Sustrates an 
example of the process of the customer 12 performing 
an on-fine transaction using the single-use payment 
instnjmeMforanembodfrnert - 
Referring to Rg. 3, at S1, the custorn^ 
tamer's PC 10 accesses the vendor's websfte server 18 
over the Internet 22 and chooses to make a purchase 
from the vendor. At S2, the customer 12 accesses the 
bank's home banking server 14 and provides transac*. 
ten detafts in response to prompts. A? S3, the banlrs 
home banking server 14 creates the necessary , pay- 
ment instrument records based on the tra nsa c tion 
detals and provides the tnstnimem detafts to trw cus- 
tomer^ 

[0034] RelerringfurtriertoFfe^ 
of the present ftwention, at S4, the customer 12 pro- 
vides the i ns trument detafts to the vendor's websfte 
server 1 8 to make the purchase from the vendor. At S5, 
the vendor's website server 18 presents the Instrument 
detafts to fts credft card acquirer servte 20 for authori- 
zation. At S6, the acquirer service 20 presents the 
detafts to the bank's creca card authorization server 16 
for authorization. At S7, the bank's authorization server 
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16 verffies the amount, authorizes the transaction and 
removes the records. At SB, the vanoMacqufrerserv- 
ice 20 con fir m s authorization to the vendors webste 
server 18 and Inmates settlement At S9, the vendors 
website server 18 confirms the purchase to the cus- 5 
tomer 12 at the customer's PC 10. 
[0035] Referring again to Figs. 1 and 2, an irnpor» 
tant aspect of 8n embodiment of the present Invention is. 
some connection between the vendor's website server 
1 8 and the vendor's card acquirer service 20. When a to 
vendor starts accepting credfc cards for payment for 
goods, the vendor has a retationshto, for example, wfth 
the vendor's bank, which actually provides the service 
of getting authorization for card transactions and getting 
the settlement paid to the vendor's account Therefore, is 
.the vendor has some type of mechanism to pass the 
card Information that the customer 12 sends to the van* 
dof*swebsteserver16ontotfovef)dof^ 
tee 20. In turn, the acquirer service 20 presents that 
Wommflon to the customer's b^ so 
ization server 16. In an ernbociment of the present 
tnvertlon, the customer's b 

Hon server 1 6 Is also modified per the Invention to see a 
transaction according to the present Invention arrive 
and to authorize the transaction as a perfectly vaBd ss 
credB card transaction. 

[0036] Various preferred embodknents of the Inven- 
tion have been described m fuffiBment of the various 
objects of the invention, rt should be recognized that 
these embodiments are merer/ austrative of the prind- x 
pies of the present Invention. Numerous modSteations 
and a dapt atio ns thereof wffl be readBy apparent to those 
sWBed in the art w&hout departing from the spirt and 
scope of the present Invention. 

38 

Claims 

1. A method for performing an on-fine transaction with 
a vendor using a single-use payment Instrument, 
comprising: m 

receiving detaBs for the on-fine transaction wth 
the vendor from a customer; 
recelvtog a nomination of a source of funds for 
the transaction for the customer; 4$ 
verfying an avaBabi&y of funds for a payment 
amount for the transaction in the nominated 
source of hinds; 

generating details of a payment instrument for 
the transaction corresponding to the transac- so 
tiondetaBs; 

storing a record of the payment instrument 
detaBs; 

providing the customer with the payment 
instrument detaBs for use in the transaction as 
with the vendor; 

receiving a request for authorization of the 
transaction for the customer according to the 


payment Instnxnent detaBs; and 

authorizing the transaction wtth the vendor for 

the customer: 

2. The method of daJmt. whereto receMrt^ 

action detaBs further comprises receiving toforma- 
tfon about a payment amount tor the transaction. 

a. The method of claim 1, whereto receMng the trans- 
action detaBs ftirther comprises receiving the trans- 
action detaBs by a home banking server. 

4L The method of datoi 3, whereto receiving the trans* 
action detaBs further comprises receiving the trans- 
action detaBs by the home banking server from a 
computing device of the customer over a network. 

5. The method of cfotoi 4 t whereto receMng the trans- 
action detaBs further con?n^r^ 

action detaBs by the home banking server from the 
computing device of the customer over a global net- 
work. 

6. The method of claim 1, wherein receMng the nom- 
ination further comprises receivfog the nomination 
of the source of funds from among a piuraBty of 
nomination options. 

7. The method of claim 6, wherein receMng the nom- 
ination further comprises receiving the nomination 
of the source of funds from among the plurality of 
nomination options consisting of at least one of a 
credft card account, a checking account and a sav- 
ings account 

8. The method of datotl, whereto receMng the nom- 
ination further comprises receMng the nomination 
of the source of funds by a home banking server: 

8. The method of claim 8, whereto receMng the nom- 
ination further comprises receMng the nomination 
of the source of funds by the home banktog server 
from- a computing device of the customer over a 
network. 

10. The method of claim 9, whereto receiving the nom- 
ination further comprises receMng the non^nation 
of the source of funds by the home banktog server 
from the computing device of the customer over a 
global network. 

11. The method of claim 1, wherein verflytog the avaBa- 
biBty further comprises verifying the avaBabSBy of 
funds for the tr an sac ti on payment amount to the 
nominated source of funds by a home banktog 
server. 

12. The method of clakn 1, whereto verifying the avaSa- 
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bBBy further comprises reserving funds sufficient for 
the payment amount In the nominated source of 
funds. 

IX The method of dalm 12* wherein reserving the s 
funds further comprises reserving the funds suffi- 
cient for the payment amount in the nominated 
source of funds for e predetermined expiry period. 

14. The method of claim 13, wherein reserving the to 
funds further comprises reserving the funds cuffi- 
dent for the payment amount In the nominated 
source of funds for the predetermined expiry period 

by a home banking servec 

15 

15. The method of dalm 1, whereto generating the 
detaBs further comprises ge n era tin g the detaBs of 
the payment instrument specific to the transaction. 

16L The method of claim 15, wherein generating the so 
detaBs specific to the transaction further comprises 
generating the .details of the payment instrument 
consisting of at least the payment amount for the 
. transaction and a unique ktentffication number for 
the transaction. . 25 

17. The method of dalm 16, wherein generating the 
detaBs specific to the transaction further comprises 
generating rirtaBs of the payment Instrument con* 
siting of a fabricated card expiration dale. so 

18. The method of dalm 1, wherein generating the 
detaBs further compri s es generating the detaBs of 
the payment Instrument specific to the transaction 

by a home banking server. as 

19. The method of claim 1, wherein storing the record 
further comprises storing the record of the payment 
instrument detaBs consisting of at least the pay- 
ment amount for the payment instrument and a <o 
unique transaction idcntBfcation number for the 
payment Instrument. 

20. The method of dalm 1 9, wherein storing the record 
further comprises storing the record of the payment 45 
Instrument rtetnBs including a fabricated card expi- 
ration date. 

21* The method of dalm 20 v wherein storing the record 
further comprises storing the record of the payment so 
Instrument delate in a daUtttfwo. 

22. The method ofdatm 21, wherein storing the record 
further comprises storing the record of the payment 
instrument detaBs in the database of at least one of 55 
a home banking server and a crecflt card authoriza- 
tion server; 


23. The rriethodtf dalm l.wheremprcrfoln^ 

tomer wfth the payment Instrument details further 
comprises prevkfing the c us to m er wBh the payment 
instrument details consisting of at least the pay- 
ment amount for the payment Instrument and a 
unique transaction identification number for the 
payment htstiui i huiL 

24. The method of dalm 23, wherein provfefing the cus- 
tomer wtth the payment Instrument details further 
comprises providing the customer wth the payment 
Instrument detaBs inducing a fabricated card expi- 
ration date. 

2& The method tf claim 24, wherein prcvkfi^ 

tomer w&h the payment Instr u ment details further 
comprises providing the customer wth the payment 
Instrument detaBs by a home bankfcig server, 

2& The method of claim 25. wherein prevkfing the cus- 
tomer wtth the payment instrument details further 
comprises prevkfing the customer win the payment 
instrument detaBs by the home banking server cou- 
pled to a computing device of the customer. 

27. The method of dalm 26, where* prevkfing the cus- 
tomer wfth the payment btsuumen t detaBs further 
comprises prevkfing the customer wfth the payment 
instrument detaBs by the home banking server cou- 
pted to the computing device of the customer over a 
network. 

2a The method of dalm 27, wherein prevkfing the cus- 
tomer wfth the payment instrument details further 
comprises providing the custodier wfth the payment 
instrument detaBs by the home banking server cou- 
pled to the cc^nputing device d the cus 
global network. • 

29l The method of dalm 1, wherein receiving the 
request for authorization further comprises receiv- 
ing the request for authorization accord ing to the 
payment Instrument details consisting of at least 
the payment amount for the payment Instrument 
and a unique transaction identification number for 
the payment instrument. 

SOL The method of dakn 29, wherein receiving the 
request for authorization further comprises receiv- 
ing the request for authorization a ccor di ng to the 
payment instrument rifrtnBs Including s predeter- 
mJned expiry for the payment instrument. 

31* The method of claim 30, wherein receiving the 
request for authorization further comprises receiv- 
ing the request for authorization by a crecflt card 
authorization server. 
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32. The method of claim 31, wherein receiving the 
request tor authorization turther comprises receiv- 
ing the request far authorization by the credtcerd 
authorization server via a credit card acquirer serv- 
ice of the vendor; 5 

33. The method of claim 32, wherein receMng the 
request tor authorizafion further comprises receV- 
Ing the request tor authorization by the cred&card 
authorization server from a websfte server of the to 
vendor via the cred? card acquirer service of the 
vendor* 

34. The method of daim 1, wherein authorizing the 
transaction further comprises authorizing the trans- ts 
action V the request for authorization Becoming to 
the payment instrument details corresponds to the 
stored record of the payment instrument detaBs. 

& The method of daJm 1, wherein authorizing the so 
transaction further comprises authorizing the trans- 
action upon receMng the request tor authorization 
before a predefined expiry of the payment instru- 
ment 

25 

36. The method of data 1 t further comprising debiting 
the nominated source of funds for the payment 

- amount 

37. The method of claim 1, further com p ri si ng removing x> 
the stored record of payment bstrumerrt details. 

38. A system for performing an on-fine transaction with 
a vendor using a single-use payment instrument, 
com pr i sin g: as 

means for receMng detaBs for the on-line 
transaction with the vendor from 8 customer; 
means for receiving a nomination of a source of 
funds for the transaction for the customer; m 
meansforverffyingan8va8ab^offuno^fora 
payment amount for the transaction In the nom- 
inated source of funds; 

means for generating detaBs of a payment 
Insr/urnem for trm transaction c^^ 45 
the transaction detaBs; 

means for storing a record of the payment 
• instrument detaBs; 
means for providing the cwtomer wtth the pay- 
mem irtstnimem detaBs for lira 50 
tion with the vendor; 

means for receMng a request for authorization 
of the transaction for the customer seconding to 
the payment Instrument detaBs; and 
means for authorizing the transaction wtth the 55 
vendor for the customer. 

39. The system of dalm 38. wherein the means for 


receiving the transaction details further comprises 
a home benUng server. 

4a The system of datn 39, wherein the means for 
receMng the transaction details further comprises 
the home banking server cot spied to a computing 
device of the customer over a network. 

41. The system of ctakn 40, wherein the means for 
receMng the transaction drtrilhi further comprises 
the home banking server coupl ed to the computing 
device of the cu s t t m w over a gtobaf ne twork. 

42. The system of claim 38, wherein the means for 
receiving the nomination further comprises a home . 
banking server. 

43. The system of dafrn 42, wherein means tor receiv- 
ing the nomination further com pr i ses the home 
banking server coupled to a computing device of 
the customer over a network. 

44. The system of claim 43, wherein the means for 
receiving the nomination further compri se s the 
home banking server coupled to the computing 
device of the customer over a global network. 

45. The system of claim 38, wherefo the means for ver- 
ffying the avaBabOtty further comprises a home 
banking server. 

46. The system of claim 38, wherein the means for gen- 
erating the detaBs further comprises a home bank* 
Ing server. 

47. The system of claim 38, wherein the means for stor- 
ing the record further corrpr^ 

48. Tte system of dalm 47, wherein them 

Ing the record turther comprises the database of at 
least one of a home banking server and a crw» 
card authorization server. 

49. The system of dafrn 38, wherein the means for pro- 
vkfng the customer wtth the payment instrument 
detaSs further comprises a home banking server. 

50. The system of dalm 49, wherein the means for pro- 
vkfrtg the customer wtth the payment instrument 
detaBs further comprises the home banking server 
coupled to a computing device of the customer. 

51. The system of dalm 50, wherein the means for pro- 
vktng the customer with the payment instrument 
detaBs further comp r i se s the home banking server 
coupled to the computing device of the customer 
over a network. 
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52* The system of claim 51 , wherein the means for pn> 
vkJbty the customer with the payment Instrument 
detaBs further comprises the home banking server 
coupled to the computing device of the customer 
over a global network. 5 

53. The system of dasn 38, wherein the means for 
receiving the request for atithortzafiooftirb^ com- 
prises a credtt card authorization server. 

10 

54. The system of darn 53, wherein the means for 
receiving the request for authorization further com- 
prises the credit card authorization, server coupled 
to a credtt card acquirer service of the vendor. 

18 

55. The system of claim 54, wherein the means for 
receiving the request for eutrK>rtzatk>n further c*m- 
prises a website server of the verxfor coupled to the 
creA card acquirer service of the vendor. 

so 

56. A method for performing an on-fine transaction wfih 
a vendor using a single-use, payment instrument 
comprising: 

recelvtog delate tor the on-fine Ufcumacuon with zs 

the vendor from a customer; 

receiving a nomination of a source of funds for 

the transaction tor the customer; 

verifying an evaBabflfty of funds for a payment 

amount for the transaction tn the no minat ed so 

source of funds; 

generating details of a payment instrument for 
the transaction specific to the transaction ccr- 
responding to the transaction detaBs and con- 
. staling of at least the payment amount for the as 
transaction and a unique identffication number 
tor the transaction embedded wth a bank iden- 
tification number for routing the request for 
authorization to an authorization server; 
storing a record of the payment Instrument *t> 
detaBs; 

providing the customer with the payment * 
instrument details for use In the transaction 
wfih the vendor; 

receiving a request for authorization of the 43 
transaction for the customer according to the 
payment Instrument detaBs; and 
authorizing the transaction with the vendor for • 
the customer. 

so 

57. A method tor performing an on-fine uansacOon wfch 
a vendor using a singje-use payment instrument 
compri sin g : 


verifying an avafiabBtty of hinds fore payment 
amount for the transaction in the nominated 
source of funds; 

. generating detaBs of a payment instrument for 
the transaction specific to the transaction cor* 
responding to the transaction detaBs and con- 
sisting of at least the payment amount for the 
transaction and a unique fdentfflcution number 
for the transaction selected from a char acterls- 
tic range of numbers identifiable by a web site 
server of the vendor as an authenticating 
number; 

storing a record of the payment instrument 
details; 

provkfing the customer with the payment 
Instrument detaBs for use in the transaction 
with the vendor; 

receiving a request for authorization of the 
transaction for the customer according to the 
. payment Instrument detaBs; and 
authorizing the transaction with the vendor for 
the customer* 


recehrfngdetafefortheon^irtt 58 
the vendor from a customer; 
receiving a nomination of a source of funds tor 
the transaction for the customer; 
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The customer chooses to make a purchase from flie vendor 
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The customer provides transaction details to the bank 


The bank creates the necessary payment instrument records 


The bank provides the instrument detais to customer 


The customer makes their purchase using the instrument details 
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The vendor presents the details to the bank for authorization 


The a c qufre r service presents the details to the bank for authorization 


The bank verifies the amount, authorizes the transaction and removes the records 


The acquirer service confirms authorization to the vendor and initiates settlement 
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The vendor confirms the purchase to the customer 
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